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ATTACKERS BECOMING MORE AND MORE SOPHISTICATED
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HOMEWORK HAS TO BE DONE – EXTRA MILE IS NEEDED
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FIX THE BASICS -
 

OUR PRIORITIES FOR CYBER SECURITY
 SETTING THE SCENE WITH CYBER SECURITY INNOVATIONS



 

Security by Design –

 
Privacy and Security 

Assessment (PSA)


 

Fight against spam and botnets to protect our 
customers and our infrastructure (ABUSE)



 

Protect our (externally accessible) systems through 
regular “cyber-crash-tests”



 

Establishing processes for rapid patch management 
to all our

 
systems



 

Secure integration of new devices into IT landscapes 
(also in the BYOD context)



 

Establishing security as an

 
additional criteria for 

selection of suppliers
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BUSINESS FOCUS -
 

BE A SUCCESSFUL LEADER
 SECURE CONNECTED LIFE AND WORK FOR OUR CUSTOMERS

Internal Customers rely on us because …



 

…

 
we have proven expertise



 

…

 
we are problem-solving and not problem-creating



 

…

 
we are aware of our different roles

External Customers rely on us because …



 

…

 
we provide guidance and solutions to secure their data



 

…

 
inform them “frankly

 
and directly”

 
about security issues



 

…

 
security level is a criteria for product launch



 

…

 
security is part of our DNA

… we take responsibility!
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HOLISTIC APPROACH -
 

CONVERGENCE OF SECURITY
 STAY OPEN-MINDED FOR THE BIGGER PICTURE



 

Combined security forces and expertise


 

Forget about silos


 

Focus on sustainability and transparency


 

Clear, transparent and reliable common rules


 

Avoid Babylonian Confusion


 

Security as Corporate Social Responsibility
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THE EXTRA MILE –
 

JUST A FEW EXAMPLES

http://sicherheitstacho.eu/?lang=en
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TRUST IS ESSENTIAL FOR ICT-BUSINESS
 IT’S TIME TO ACT –

 
NOW!

ITIF (The Information Technology & Innovation Foundation, Washington DC):

• „The U.S. cloud computing industry stands to lose $22 to $35 billion over the next three years.“

• „U.S. cloud service providers stand to lose somewhere between 10 and 20 percent of the foreign market in the next few years.“

Cloud Security Alliance:

• „For 56% of the non-american clients it´s less likely to choose an American provider.“ 
Source: http://www.n-tv.de/wirtschaft/Europa-traeumt-vom-IT-Airbus-article11151961.html
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10+3 WAYS TO MITIGATE THE RISK



 

Tear down walls

 
to create transparency.



 

Be open-minded for collaboration

 
(across boarders, industries and companies) and bundle the power.



 

Create platforms for exchange

 
(Cyber Security Summit  2013).



 

Think outside the box

 
(overarching test-centers, official security seals).



 

„Neighborhood watch“

 
is key to be successful (CERT-Community, SPOCs

 
for rapid alerts).



 

Accept shared responsibilities, e.g. between hard-

 
and software suppliers.



 

Invest

 
in people and tools.



 

Sensitization

 
of employees.



 

Sensitization of public (even the user as weakest link

 
in cyber security has a shared responsibility).



 

Accelerate innovation

 
in Cyber

 
Security, e.g. by cooperating with technology savvy start-up companies.



 

Governments: Create / maintain reliable laws

 
and rules on an international base.



 

Governments: Countries should work

 
closer together

 
than

 
ever before.



 

Governments: Maintain peoples trust by acting lawfully and proportionally.

The risk of cyber attacks cannot be banned, but there are means to mitigate it.

3

4

2

1

5

6

7

8

9

10

+2

+1

+3



Axel Petri, Senior Vice President Group Security Policy and Public Safety

THANK YOU FOR YOUR ATTENTION!

Deutsche Telekom Data Privacy and Data Security Report 2012
http://www.e-paper.telekom.com/epaper-Data_Privacy_and_Data_Security_2012/
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